1.
I NTRODUCTION
An accelerating energy crisis in the oil and gas industry is driving the development and investment in Wireless Sensor
Network (WSN) technologies. WSN is a key investment area across the whole oil and gas supply chain including refineries, II.
I NDUSTRIAL R EQUIREMENTS
As a result of the strict regulations associated with the installation of wired sensors on oil and gas platforms, the introduction of such devices is complicated, time-consuming and expensive. The primary use cases for WSN in the oil and gas industries are associated with the integration of new sensors and strategies within existing end-of-lifecycle platforms while reducing complexity, time and costs. We have developed the following requirements for the industrial application of WSN s.
A. Reliability
Reliability is a measure of the percentage of accurate data which reaches its destination. This usually is the gateway.
Reliability is often used in conjunction with stability. It 
B. Latency
Latency is a measure of time delay. It is defined as the time it takes from when a data packet is transmitted from the originating sensor to reach its final destination. In fact, there are several factors which effect on latency such as the link quality, which commonly relates to the signal-to-noise ratio in the RF (Radio Frequency) domain. A poor link increases the number of retransmissions and latency. Also, hop-count is another factor which increases latency.
In an IEEE 802.l5.4-based full mesh sensor network every sensor is defined as a (FFD) full-function device. For instance, each sensor can work as a sensor unit and a routing device to forward from adjacent sensors toward the gateway [5) . 
D. Wireless Tr ansmission Range
All flow lines on the process deck should be within radio range of one wireless gateway. According to Statoil, studying the proposed individual placements of the sensors showed a radio range of approximately 25 meters is required [5] .
E. Power Consumption
There are many factors which affect the power consumption of a wireless sensor node:
• Update Rate: The number of transmissions per time unit increases the rate of power consumption.
• Routing Activity: A sensor node which transmits more packets consumes more energy due to forwarding packets from remote sensors [5] .
• Link Quality: Packet transmission in the network is ACK-based. Therefore, a poor link quality, which needs more retransmission, increases the power consumption.
Low power consumption is required to lengthen the intervals between battery replacements as much as possible.
The general requirement is a battery life-time of five years at a once per minute update rate [5] .
F. Integration with PCDA System
To achieve efficient oil rig application, real-time wireless control and monitoring of platform and well performance is required. These systems are integrated with the plants existing PCDA system. This system is able to integrate sensor data with existing graphical views and monitor the sensor node remaining battery life. Using these data streams production is optimised while minimising safety concerns.
III.
W IRELESS S TANDARDS
Several standards are currently ratified for wireless sensor networks. In addition to the standards, there are also several non-standard, proprietary mechanisms and specifications around.
A. Zigbee
The ZigBee Alliance is a group of companies that develop and maintain the ZigBee standard. ZigBee is a specification for a suite of high level communication protocols using low power digital radios based on IEEE 802.15.4. The technology defined by the ZigBee specification is intended to be simpler and less expensive than other consumer WPANs, such as Bluetooth. ZigBee is targeted at radio-frequency (RF)
applications that require a low data rate, long battery life, and secure networking. The low cost allows the technology to be widely deployed in wireless control and monitoring applications .
1) Basic Features
ZigBee is a specification for the higher protocol layer, and builds upon the physical (PHY) and medium-access control (MAC) layers in the 802.15.4 specification.
The protocol is based on the ad-hoc on-demand distance vector (AODV) algorithm. This means, routing, discovery, and peer-to-peer communication is possible through this routing protocol [16] . Mesh networking topologies are supported. All nodes share the same channel and frequency hopping is not available [15] .
There are two classes of network devices in ZigBee standards such as Full-Function Devices (FFD) and Reduced Function Devices (RFD). FFD can form networks of any desired type such as mesh, star and hybrid whereas; RFD can only connect to a full function node [15] .
ZigBee can operate in both beaconed and non-beaconed mode. In beaconed mode, the nodes are synchronized and the superframe is divided into 16 slots. There is an option to use up to seven of these as dedicated slots to specific nodes to increase determinism, which is called Guaranteed Slot Time (GTS) [15] .
2) Protocol Devices
• Coordinator -This device starts and controls the network. The coordinator stores information about the network, which includes acting as a Trust Centre and being the repository for security keys [22] .
• Router -These devices extend network area coverage, dynamically route around obstacles, and provide backup routes in case of network congestion or device failure. They can connect to the coordinator and other routers, and also support child devices [22] .
• End Devices -These devices can transmit or receive a message, but cannot perform any routing operations.
They must be connected to either the coordinator or a router, and do not support child devices [22] .
3) Security
Support for authentication, integrity and encryptions are available, but security is not mandatory. ZigBee makes use of the security mechanisms in 802.15.4; Counter with CBC MAC (CCM) with AES-128 encryption along with the option to employ encryption-only or integrity-only. However, MAC layer security is not explicitly addressed through the 802.15.4 [17] . Three key types are applied in Zigbee security mechanism: Master key, Link key and Network key. The master key is necessary to join the network. The link key is used for end-to-end encryption and provides the highest level of security at the price of higher storage requirements.
The network key is shared between all devices, and provides a lower level of security. The Network key brings the benefit of reduced storage requirements in devices. All keys can be set in trust centre or coordinator. In fact, the trust centre can control the joining of new devices and periodically update the network key [17] . It should be mentioned that Replay attacks is protected by using sequential numbering techniques [15] .
B. WirelessHART
WirelessHART is a mesh networking technology operating in the 2.4GHz ISM radio band. Graph routing uses pre-determined paths to route a message from a source to a destination device.
Source routing employs ad-hoc created routes for the messages without providing any path diversity. This routing protocol is applied for network diagnostics, and not process related messages [19] .
2) Protocol Devices
The following are key components of Wireless HART;
• Gateway -Provides the connection to the host network. WirelessHART and the main host are interfaced using Modbus -Profibus -Ethernet. The
Gateway also provides the network and security manager [20] .
• Network Manager -Builds and maintains the mesh network. It identifies the best paths and manages distribution of slot time access (Wire1essHART divides each second into 10msec slots) Slot access depends upon the required process value refresh rate and other access [20] .
• Security Manager -Distributes security encryption keys. It also holds the list of authorized devices to join the network [20] .
The Process includes measuring devices -the HART enabled instrumentation.
• Repeater -Routes WirelessHART messages but may have no process connection of its own. Its main use would be to extend the range of a Wire1essHAR T network. All instruments in a WirelessHART network have routing capability [21] .
• Adapter -Plugs into an existing HART-enabled instrument to pass the instrument data through a
WirelessHART network to the host. The adapter could be located anywhere along the instrument 4-20mA cable; it could be battery powered or obtain its power from the 4-20Ma cable. Some adapters will be battery powered and use the same battery to power the instrument as well [21] .
• Terminal -Used to join a new instrument to an existing WirelessHART network. The terminal has a connection to the gateway and then down to an instrument that can be used for diagnostics [21] .
3) Security
Security is mandatory in WirelessHART. Wire1essHART
provides end-to-end and hop-to-hop security measures data encryption and message authentication on the Network and Data-link layers. AES-128 block cipher symmetric keys is using for the message authentication and encryption [15] . 
1) Basic Features
The architecture supports wireless systems that span the physical range from a single, small and isolated network; the network may include many thousands of devices and multiple networks that can cover a multi-square-km plant [30] .
The protocols in ISA.I00 have capabilities to reserve for future use and version numbers in headers that allow future revisions to offer additional or enhanced functionality [30] .
ISA.IOO standard supports channel hopping to avoid any interference from other RF devices operating in the same band and provides the robustness to mitigate multipath interference.
Moreover, this standard facilitates coexistence with other RF systems along with the use of adaptive channel hopping to detect occupied channels and/or those with poor performance [30] .
Like WirelessHART, this standard, defines TDMA mechanism, which allows a device to access the RF medium without having to wait for other devices [30] .
ISA.IOO is fully redundant and self-healing and supports end-to-end network reliability [30] .
This standard differs from other standards and the network layer uses header formats to be compatible with the IETF (Internet Engineering Task Forces) 6LoWPAN standard to facilitate potential use of 6Lo WP AN networks as a backbone.
It should be mentioned that by using this standard, the headers compatible with 6LoWPAN does need to be based on the
Internet Protocol (IP).
Furthermore, the use of header formats based on 6Lo WP AN and IP does not imply that a network based on this standard is open to internet hacking; in fact, networks based on this standard, devices will typically not even be connected to the Internet [30] .
2) Security
The security services in ISA 100 are selected by policy.
The policy is distributed with each cryptographic material, permitting focused policy application. Since a single key is used at a time at the Data Link, except for a brief period of the key handover, the entire sub-network is subject to the same policies at the Data Link [23) . The security manager controls the policies for all the cryptographic materials it generates.
One of the most important factors in the ISA 100 standard is to provide security mechanisms for Single Security System Management for the automation industry. ISA 100 provides simple, flexible, and scalable security that addresses major industrial threats by leveraging 802. 15.4-2006 security [24) .
Security is a major design facet of ISAlOO.l1a that considers the entire WSN life cycle that includes configuration, operation and maintenance. Security is considered throughout the whole system not only at the PHY layer or MAC sub-layer. This standard allows for reduced costs and quicker implementations [24] .
Types of keys using in ISAlOO are both symmetrical and asymmetrical key variants. Session keys have a limited lifetime and are updated periodically, which is initiated by a device, to ensure that the session is kept alive. The key update process may be initiated by a device, although it should be pushed from the security manager between the soft and hard lifetime of a session key [25) .
IV. 
Yes Yes

Implementation
Easy Challenging Challenging
Most standards include protection against jamming and Denial of Service attacks through the use of frequency hopping techniques. As it is mentioned before, all protocols provide secure communication channels to assure the confidentiality, integrity, and authentication of data. However, it is still possible to include a malicious node inside the network to hinder the provisioning of services, but any effects of attacks perpetrated by malicious outsiders can be avoided and mitigated through the security schemas in these standards.
It should be mentioned that WirelessHART and ISAlOO have tamper resistance package due to the critically of the environment. As any insider attacks can interrupt the functionality of the network, so the protocols should incorporate with some lightweight security mechanism as well as support for self-healing and intrusion detection system would be significantly useful. Wireless HART already provides support for self-healing. Applying security schema and Public Key Cryptography (PKC) to establish the security infrastructure is a challenge in these standards, but that would be extremely useful for industry.
However, it should be mentioned that applying security schema is the only challenge in such network but network design and users and other factors such as existing connections between the context of the application, its security requirements, and the security mechanisms. VI.
